
Our agency executives 
push Congress to pass 
information-sharing laws, 
exhort potential industry 
partners to trust them with 

sensitive industry information, and point to 
federal laws that protect against the disclo-
sure of sensitive information, but progress 
towards a true bi-directional flow of sensitive 
security information has been tough.

Unfortunately, the disclosure of the 
Wellinghoff memo to the media, in conjunc-
tion with February’s disclosure of confiden-
tial details regarding the 2013 firearms attack 
on a Pacific Gas & Electric substation in Cali-
fornia, has sent a powerful message to indus-
try:  The Edward Snowdens of the world may 
work in any agency, they may be contrac-
tors or even current or former government 
employees, and they may disclose sensitive 
information about industry security vulner-
abilities to the media.

Persuading key industry partners to share 
information about threats and vulnerabili-
ties just got a lot tougher. The senators’ call 
for an investigation is a step in the right di-
rection.  Government must take aggressive 
action to stop these leaks and protect the 
workings of those companies that help keep 
our economy strong and our infrastructure 
safe.  If it does not, we all will surely suffer 
the consequences.

—Paul Tiao is a partner in the Global 
Privacy and Cybersecurity Group 
at Hunton & Williams LLP.  He 
was formerly senior counselor for 
cybersecurity and technology to 
FBI Director Robert S. Mueller. 
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Very little has been said about the leak of 
sensitive details regarding vulnerabili-
ties in our country’s electric grid just a 
few weeks ago.  Now, with a bipartisan ef-
fort to investigate the leak, I hope it will 
finally get the attention and action it de-
serves.

The chair and ranking member of the Sen-
ate Energy and Natural Resources Commit-
tee, Sens. Mary Landrieu (D-La.) and Lisa 
Murkowski (R-Alaska), respectively, have 
called on the Department of Energy’s inspec-
tor general to investigate the recent leak to 
the media of details contained in an internal 
agency memorandum to Jon Wellinghoff, the 
former chairman of the Federal Energy Regu-
latory Commission. 

The leaked information essentially hands 
those who would do us harm a roadmap for 
taking down the grid nationwide.  As the 
current acting chairman of FERC, industry 
organizations, and now these two senators 
have pointed out, hostile actors no longer 
need to develop a strategy for attacking some 
unknown combination of thousands of trans-
mission substations spread out across the 
country.

Instead, they now believe that they need 
only target a handful of key substations in 

order to take down the entire grid for weeks 
or even months. The immediate threat is pal-
pable, and the two senators are right to focus 
the IG’s attention on it. 

What they are not focusing on, however, 
is the implications of this leak beyond the 
immediate threat.  In particular, this disclo-
sure undercuts the homeland security part-
nership that forms the foundation of our na-
tion’s safety.

For years, the federal government has 
been working hard to build a trusting rela-
tionship with key critical infrastructure in-
dustries that own the energy, water, trans-
portation, and communications facilities that 
make our country run. The president’s recent 
policy directives underscore this point.  Last 
year’s National Infrastructure Protection 
Plan, presidential policy directive on critical 
infrastructure security and resilience, and 
executive order on improving critical infra-
structure cybersecurity all emphasized the 
importance of collaboration, bi-directional 
information-sharing, joint analysis and coor-
dinated incident response.

In recent years, the FBI, Department of 
Homeland Security and other agencies have 
significantly increased the volume and qual-
ity of threat information that they share 
with industry partners.  However, persuad-
ing companies to share sensitive security 
information with the government remains 
a crucial but difficult challenge for govern-
ment leaders.
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