
April 10, 2013

The Honorable Mike Rogers The Honorable C.A. Dutch Ruppersberger
Permanent Select Committee on Intelligence Permanent Select Committee on Intelligence
U.S. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Chairman Rogers and Ranking Member Ruppersberger:

Our organizations write to express our concerns about an amendment to H.R. 624, the
“Cyber Intelligence Sharing and Protection Act” (CISPA), which would compel businesses to
make “reasonable efforts” to remove personally identifiable information (PII) from any data that
they share with industry peers or the federal government.

Our organizations are very mindful of privacy and civil liberties concerns. However, the
amendment is unnecessary because sharing PII does little, as a practical matter, to help security
professionals understand malware and anticipate and counter an attack before it penetrates an
organization’s networks and systems.

In our view, businesses already take reasonable steps to exclude information about a
person in the data and metadata that they provide to vetted public- and private-sector entities.
Adding a legal requirement would defeat the purpose of the bill, which is to create appropriate
safeguards to spur the sharing of cyber threat information. If companies—particularly small and
midsize firms—lack the resources to effectively scrub personal information from data or risk
being sued, then they would share less information—to the detriment of the public good. Indeed,
enhancing the situational awareness of companies would actually increase the security of
personal information that is maintained on company networks and systems, and improved
information sharing would benefit individuals’ confidentiality, not detract from it.

Business leaders have made passing a smart and effective information-sharing bill a top
legislative priority because they believe it is the best tool available to help the United States
detect and respond to highly sophisticated digital attacks. If an information-sharing bill is to
truly strengthen America’s cybersecurity, the technical aspects (the so-called ones and zeros) of a
cyberattack must be disclosed in real time—not slowed to a crawl to check for PII.

You and your staffs have done a remarkable job listening to disparate stakeholders,
crafting the bill, and achieving two complementary goals—increasing America’s security and
protecting individuals’ privacy. It should be highlighted that you have negotiated several
privacy-enhancing changes to CISPA since it was first introduced in 2011, and more are
expected at the committee’s markup. H.R. 624 strengthens individuals’ right to privacy while
enabling businesses to better protect their systems and assets against nefarious actors, such as
criminal gangs and groups carrying out state-sponsored attacks.



Passing H.R. 624 without the possible amendment is a specific action that Congress can
take to bolster our nation’s cybersecurity through encouraging the adoption of innovative
practices and technologies. We look forward to working with you on this important issue.

Sincerely,

Airlines for America
American Chemistry Council
American Fuel & Petrochemical Manufacturers
American Petroleum Institute
ASIS International
Business Software Alliance
Edison Electric Institute
Information Technology Industry Council
Internet Security Alliance
National Business Coalition on E-Commerce & Privacy
Software & Information Industry Association
TechAmerica
Telecommunications Industry Association
U.S. Chamber of Commerce

cc: The Members of the U.S. House of Representatives


