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The Belgian Privacy Commission’s New Guidance
on Information Security
By Wim Nauwelaerts, of Hunton & Williams LLP, Brussels,
a member of the World Data Protection Report Editorial
Board.

In the past half year, an alarming increase in data
breaches has been reported in the Belgian media. In
December 2012, the National Belgian Railway Com-
pany inadvertently published a list with personal infor-
mation relating to some 1.5 million of its customers on-
line. Similarly, the Belgian Ministry of Defense released
a list with 500 of its staff in January 2013, and, in that
same month, recruitment website Jobat revealed salary
information about 15,000 individuals who had partici-
pated in a salary survey.

The rise in data security incidents has caught the atten-
tion of the Belgian Privacy Commission (‘‘Commis-
sion’’), which is entitled to make recommendations on
any matter relating to the application of the funda-
mental data protection principles in the Belgian Data
Protection Act of December 8, 1992 (‘‘Act’’). Given the
recent chain of events, the Commission decided to is-
sue a recommendation (Aanbeveling nr. 1/2013, dated
January 21, 2013; ‘‘Recommendation’’) on information
security and, in particular, working with computer files.

Previous Guidance from the Commission

The Recommendation supplements and builds on two
previously issued guidance documents from the Com-
mission: Reference Measures for the Security of Any

Personal Data Processing Operation (Referentiemaatrege-
len voor de beveiliging van elke verwerking van persoonsge-
gevens), released in April 2012, and Guidelines Relating
to Information Security of Personal Data (Richtsnoeren
met betrekking tot de informatiebeveiliging van persoonsge-
gevens), issued in June 2012.

Taken together, these three guidance documents are
intended to assist data controllers and data processors
in their efforts to implement suitable security measures
in compliance with the Act.

Based on Article 17 of EU Directive 95/46/EC (‘‘Data
Protection Directive’’), Article 16 of the Act imposes an
obligation on data controllers and processors to guar-
antee the security of personal data by taking appropri-
ate technical and organizational measures to protect
the data against any unauthorized processing. The Act
does not specify what constitutes an appropriate level
of information security. It merely states that the level of
information security must take into account the state
of the art in this field and the cost of implementation,
on the one hand, and the nature of the data and the
potential risks, on the other.

Therefore, any guidance that the Commission is able
to provide on this topic is more than welcome from the
perspective of data controllers and processors that are
struggling to comply with Article 16 of the Act.

However, like the earlier Reference Measures for the
Security of Any Personal Data Processing Operation
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and Guidelines Relating to Information Security of Per-
sonal Data, the Commission’s recent Recommendation
provides guidance only and is (currently) not legally
binding.

Main Principles of the Recommendation

The Recommendation starts off by emphasizing that
data breaches are often caused by insufficient informa-
tion security. Insufficiently developed information man-
agement infrastructure, lack of control mechanisms and
systems that detect and correct errors all increase the
risk of data breaches. Therefore, security measures
should attempt to prevent data breaches.

The Recommendation highlights a set of general prin-
ciples that data controllers, in particular, should follow
in order to achieve that objective. These principles can
be summarized as follows:

s According to the Commission, information security
consists of protecting data against risks, which in-
clude threats (malicious actions, internally or exter-
nally) and vulnerabilities (i.e., risks inherent to sys-
tems and applications). The ultimate goal of informa-
tion security is to guarantee the confidentiality,
integrity and availability of the data stored on the sys-
tem or application.

s The technical and organizational measures taken to
secure information must be specifically documented,
implemented, verified, and improved — as much as
necessary to meet the data controller’s information
security objectives.

s The Commission’s Reference Measures for the Secu-
rity of Any Personal Data Processing Operation and
Guidelines Relating to Information Security of Per-
sonal Data are still useful as a general framework for
information security. The Reference Measures for the
Security of Any Personal Data Processing Operation
are based on ISO/IEC 27002, which provides best
practice recommendations on information security
management for use by those responsible for initiat-
ing, implementing or maintaining information secu-
rity management systems (‘‘ISMS’’).

s Information security measures must be developed in
accordance with the organization’s business pro-
cesses, taking into account specific risks associated
with the organization’s data processing as well as ap-
plicable legal and professional requirements. For that
purpose, it is essential to conduct a risk analysis that
considers the different levels of security (e.g., system,
network, and applications security).

s Whereas the implementation of information security
measures must be driven and supported by the orga-
nization’s management, this also requires the active
participation of all other actors involved in data pro-
cessing within the organization.

s An information security policy should explain what
information security risks the organization incurs and
elaborate on its legal obligations in terms of collec-
tion, storage and processing of personal data. The

Commission considers such a policy as the most im-
portant component of an information security strat-
egy.

s The organization’s information management struc-
ture should enable the security of data processing sys-
tems, particularly if they are accessible via the inter-
net. The Recommendation favors a layered security
approach, which aims to prevent direct access
through the internet (using, for example, firewall/
proxy and ‘‘DMZ’’). In parallel, a system should be
provided that analyzes and monitors requests for data
access submitted via the internet. Therefore, organi-
zations should consider implementing Intrusion Pre-
vention Systems (‘‘IPS’’) and Intrusion Detection Sys-
tems (‘‘IDS’’).

s Development and test environments should be
strictly separated from production environments, and
access to the latter should be restricted. The Commis-
sion recommends introducing monitoring systems
that carefully verify content and applications before
they are made available online.

s Access to databases that contain personal data should
be restricted, and access from non-secured zones
should not be allowed. Servers containing such data
should never be publicly accessible via the internet,
which means that indexing by search engines should
be restricted. Particular attention should be paid to
making sure that sensitive personal data are shared
with third parties only via secure systems.

s When a third party is used for providing information
management services, the service provider should
comply with the organization’s information security
rules and policy.

s Organizations should put in place documented pro-
cedures for reporting data security incidents. These
should identify the technical staff as well as the per-
sons at management level responsible for handling
security incidents. The Recommendation further
specifies that, in the case of a public incident, the
Commission should be informed of the cause(s) and
impact of the incident with 48 hours. In addition, or-
ganizations are expected to initiate awareness cam-
paigns to inform the public within 24 to 48 hours fol-
lowing notification of the Commission. However, it
should be noted that the Act currently does not in-
clude specific data breach notification requirements.
Also, the very short response time suggested by the
Commission will prove to be unworkable in most
cases. Assessing what caused a security incident and
how it may have impacted individuals’ personal data
and privacy is a labor-intensive exercise requiring spe-
cialized assistance. It is hard to see how this can be
achieved within a timeframe of 48 hours. Imposing
such short timeframe creates a risk of over-reporting,
which ultimately is not in the interests of data sub-
jects.
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Specific Legal Considerations

The Recommendation stresses that, in practice, many
data controllers pay insufficient attention to the obliga-
tion in Article 16 of the Act, which requires the imple-
mentation of appropriate technical and organizational
measures to protect personal data. This impairs indi-
viduals’ right to privacy and data protection. Although
the Commission has already issued guidance on the
topic in the past (by means of the Reference Measures
for the Security of Any Personal Data Processing Opera-
tion and the Guidelines Relating to Information Secu-
rity of Personal Data, as noted above), the recent wave
of data security incidents appears to indicate that this
guidance is not always followed. Therefore, the Commis-
sion has indicated that it will propose to the Belgian leg-
islator that it introduce legally binding information se-
curity measures, to be enforced by the Commission.

In addition to Article 16 of the Act, the Commission is
of the opinion that Articles 4 and 9 of the Act are also
potentially problematic in the context of data breaches.

Article 4 of the Act states that personal data cannot be
processed for a purpose incompatible with the purpose
for which the data were initially collected, taking into ac-
count all relevant factors (and, in particular, the data
subject’s reasonable expectations). The Commission
takes the view that the inadvertent release of personal
data online as a result of a data security incident may
constitute a violation of Article 4 of the Act, which is
punishable with fines of up to a550,000 (U.S.$711,092).

Article 9 of the Act imposes an obligation on the data
controller to inform the data subject of the purpose(s)
for which the personal data will be processed. Using the
data for other purposes for which the data controller
did not provide information to the data subject (e.g., the
publication of data online) violates Article 9 and can
also lead to criminal penalties.

The Commission has indicated its commitment to use
Articles 4 and 9 of the Act against data controllers that
are faced with a data security incident and that failed to
respect the general principles set out in the Recommen-
dation. In its assessment of Article 4 and Article 9 viola-

tions, the Commission does not seem to take into ac-
count whether or not the data controller intended to
publish the data online — usually there will be no such
intent in the case of a data breach. If the Commission
finds that there is a violation of the Act, it can inform
the Public Prosecutor, who will then press charges if
there is enough evidence. Generally the data controller
will be held liable for any damage resulting from a vio-
lation of the Act, unless the data controller can prove
that the facts causing the damage cannot be imputed to
him.

Key Takeaways

The Recommendation consolidates and reinforces the
Commission’s previous guidance in the area of informa-
tion security. It is motivated by the Commission’s con-
cern that data controllers often take their data security
obligations too lightly, which increases the risk of secu-
rity incidents.

Data controllers subject to Belgian data protection law
should evaluate their information security measures in
light of the Commission’s Recommendation. Failure to
do so might trigger liability under the Act in the event
of a data breach, considering the Commission’s inten-
tion to give a broad interpretation to Articles 4 and 9 of
the Act.

The text of the Commission’s Recommendation, in Dutch, is
available at http://www.privacycommission.be/nl/
documenten/14779.

The text of the Commission’s Reference Measures for the Secu-
rity of Any Personal Data Processing Operation, in English, is
available at http://www.privacycommission.be/en/node/
3942.

The text of the Commission’s Guidelines Relating to Informa-
tion Security of Personal Data, in Dutch, is available at
http://www.privacycommission.be/nl/documenten/7592.

Wim Nauwelaerts is a Partner in the Brussels office of
Hunton & Williams LLP and a member of the firm’s Privacy
and Data Security practice group. He is also a member of the
World Data Protection Report Editorial Board. He may be
contacted at wnauwelaerts@hunton.com.
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