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Federal Law on Protection of Personal Data Held by
7 Private Parties

Law published on July

» 2010; Regulation to be

published by July 2011

Objective: Regulate
legitimate, controlled
and informed
processing of personal
Information, to ensure
privacy and the right to
self-determination of

Individuals.




Authorities
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|FAI Mintoectine Other Ministries
Economy

e Enforce rights e Ease e Sectoral

e Dispute commercial approches
resolutions exchange (secondary

o Verifications e Guidelines for regulations)

e Sanctions binding self- .

regulation

e Guidelines for
privacy notices

Collaboration between authorities




Premises agreed between SE and IFAI for the content of
Regulations

Assessment — We recognize that at this time there is a
low culture for protecting personal data in both
individuals and companies.

Requirements - We support not to establish any
requirements or limitations than those already provided
by Law.

Self-regulation - We encourage self-regulation to

unnecessary bureaucracy and to develop a c
the approach of industry. ’
ork unde

Coordination- We led a joint developm
the terms of the powers established by




Business Culture regarding Personal Data Protection

One of the main challenges faced by businesses and consumers in our country
Is the lack of culture Protecting Personal Data.
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Business culture regarding Personal Data Protection

Privacy culture in companies, survey results.
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Source: Ministry of Economy Survey. February 2011. Participation of 155 SME
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June 2011
*Privacy Notice
guidelines

H Timeline

January 2012
*Exercise of rights

July 2010
Publication
of the Law

July 2011
eCompanies must:
e Define a Personal Data
Controller and
e Publish Privacy Notice

2011

Publication of
Regulations and
secondary
regulations
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Ministry Responsibilities

In the field of Law FPDPPP the Ministry has, among others,
the following powers:

°To issue the appropriate guidelines for the content and
scope of the privacy notices in collaboration with IFALI.

*To establish the necessary parameters for the pr
development of the self-regulatory mechanis
measures in collaboration with IFAI.




Consent and Accountability

Ministry of the

Economy Self-Regulatory

parties

Guidelines
Guidelines

Privacy Notice

— Responsible”

Individual i S

Domestic or
international
based

~ 4 Data
-t = Information
Processor

Consent
(implied or explicit)
Rights _ _
protgction Privacy Rights
Reguest (access, correction,
q cancellation, objection)
Verification
LT Sanction

IFAI

* Personal information controller




i Privacy Notice Definition by law

Document in physical, electronic or any other
format, generated by the data controller, that
is made available to the data owner prior to

the processing of his/her personal data.




R i Purposes of the Privacy Notice

e Enhance the level of trust between data
controller and data owner in relation to
the processing of his/her personal
information.

* Transparent to the data owner
purposes and transfers are subje
personal data.

* Inform to the owner how to
rights established by Law.




) Privacy Notice Characteristics

e |tis written concisely.

e |t contains the relevant information necessary to
enable data owner to identify the main features
of processing.

e |t features a design and presentation to facilitate
proper understanding.
@

e For diffusion can use physical format
or verbal means and any technolog




Types of Privacy Notices

Privacy Available before

Notice processing of data.
]
I ]
Complete Simplified
Art. 16 (...at least) Art. 17
 |dentity and domicile e Identity and domicile
'Purposes oPurposes
*The OptiOnS and means to limit the eMeans to acces Complete privacy
use or disclosure; notice;

*Means for exercising rights

eData transfers;

*The procedure and means to notify
changes to the privacy notice,
*Establish treatment of sensitive data

The option and the time the owner has to
submit the exercise of rights

*Establish treatment



Law principles and privacy notice

Principle Link with privacy notice
Released to the owner which personal data are
Information collected and for what purposes
Tacit consent is obtained when it is available to
Consent data owner.
Processing is limited to meeting the goals set
Purposes out in Privacy Notice

The data concerned must be necessary,

appropriate and relevant in relation to the
Proportionality purposes set out therein

The data controller must take steps to ensure

that the notice is complied with by him/herself,

data processors or third parties, even if they are
Responsibility outside the country




Law elements and privacy notice

.m Link with Privacy Notice

ARCO States the means for exercising rights.
When personal data became unnecessary for the
o-1i[e=1 ELle]a purposes stated therein.

Revocation States means and procedures to revoke consent.

Hlgliad 2T States the options and means to limit the use or
o140 (= disclosure of data.
-m Link with Privacy Notice .

il el e Communicates procedures and means to disclosure
changes changes.

Where appropriate, states the data transfers to be
Transfers made.

For sensitive personal data, must expressly state that

Sl kel it is dealing with this type of data
fEE e




Violations and fines related with Privacy Notices

Violation Fine

Omitting, in the privacy notice, From 100 to 160,000 days
any or all of the items referred of the Mexico City

to in Article 16 of the Law; minimum wage.
Transferring data to third From 200 to 320,000 days
parties without providing of the Mexico City

them with the privacy notice  minimum wage.
containing the limitations to

which the data owner has

conditioned data disclosure;




Compensatory measures - Cases

The Data Controller may (with permission of
IFAI) implement compensatory measures
through mass communication when:

*Personal information was not obtained
directly from the owner,

|t is impossible to make known the pri
notice,

|t requires disproportionate eff
according to the number of dat
the age of the data.

ners, o




Compensatory measures - Examples

Publication of the simplified privacy notice in:
*National or local newspaper

*Specialized journal
eData Controller Webpage
eRadio spots

*Hyperlink on the Ministry or IF
when the data controller does no
website

bsi,
e ah own



Compensatory measures - authorization

@Compensatory measures may be implemented according to categories approved by
the IFAI
@ If not located in these categories will operate the following procedure:

Data Controller IFAI

Considers:
*Number of holders

*Age of data

*Economic capacity of data ¢
*Sectorial or territorial o
operations,

*The compensatory

~~—Compensatory
measure through
mass

Privacy
Notice

re to use

If the Institute does not gives a response
to the data controller’s request, it is
deemed approved.

T




Example of simplified privacy notice

F
Alcance
" H 1 1 Este aviso de privacidad se aplica a toda la informacian e incluye la informacion personal
&G AV' SO d e p nvaCId ad de P&G recopilada sobre usted por P&G (The Procter & Gamble Company v sus empresas afiiadas y
subsidiariaz)
La informacién que recopilamos 302 cllz 300/ =2 cEner s IHTmEskn

# Recopilames informacion sobre usted a partir de varias fuentes, que incluyen:

# |nformacion querecopilames de usted de forma directa.
# |nformacicn gquerecopilames de usted cuande visita nuestro sitio, utiliza nuestros servicios o ve nuestres anundics en linea.
# |nformacion que recopilames sobre usted a partir de ofras fuentes, come fuentes comercialmente disponibles.
* Todals informacisn que recopilames sobre usted puede combinarse pars ayudaros s sdsptsr nuestras comunicaciones a usted y desamsller productos v servicios de tslls mundial.

Como usamos o compartimos lainformacion 303 01k 30U(Far OCtener M35 FTOrMECkA

¢ Utilizames la informacian que recopilames para brindarle los productos y servicios que solicita, para informarle acerca de ofros productos y servicios ofrecides por PAG y para administrar nuestros
sitios y servicios.

En general, no compartimas su informacian personal con terceros snunciantes, 8 menos gue le hayamaos sclicitado v obtenido su consentimiento explicito.

Podemos compartir su informacian:

® (Con terceros gue nos proporcionan servicios, incluyende sgquellos gue trabajan en nombre de PEG y nuestros socios comerciales, para enviarle comunicacionas conjuntas gue esperamaos
sean de su interss,

Si una marca de PEG es vendida 8 ofra empresa.

Para proteger y defender el detecho y |a propiedad de PAG (induyendo hacer cumplir nuestros términos y condiciones).

Cusnde lorequiers |2 ley o las sutoridades plblicas.

Sus elecciones <202 cli 30U(arE ootEner mE IEDTMECA Como contactarnos— —
® Ledamos s elegirla maners en la gue nos comunicamas con usted. ® Sitiene alguna |:>legunt,tj'ﬂ“'rls':l de confidencialidad de Procter & Gamble h
# Puede dejar de recibir comeos elechrénicos o comunicacicnes postales promecicnales de uns marca o programa de P&G en 8qui (para cbtener direcciones de paises especificos).
particular mediante este aviso de privacidad. Por faver hags dicagui para seleccionarsu pais y conocer como completarsu O esaibancs a:
solicitud. FP&G Global Privacy Team
* Tomamos sccicnes para mantener la exaditud de su informacién personal. Fuede ver, coregir o actuslizar la informacicn de PO Box 589
contacto que proporcione 8 P&G. Cincinnati, OH 45202
* Hags dicsgui para seleccionar su pais y conocer como acceder y actuslizar |z informacion de contacts que proporcions a P&G. USa

& Sidesea leer completa nuestra Declaracion de privacidad
del consumidor hags dicagui.

Informacion importante ® 3idesea leer nuestia Folitica Global de privacidad haga dic
* P&Gse compromete a trabajar con los consumidores para obtener unaresclucidn justa sobee cualquierreclamo o inguistud LI
relativa a |a privacidad. * Hsgs dicsgui paraver lasrespusstas 3 |as preguntas mas

frecuentes.

P&G cumple con |as leyes nacionales de proteccion de dates.

Cooperamaos con las sutoridades nacionales de proteccion de datos si consideran quese ha originade un problems en relscidn
con la privacidad.

® Paricipamos en el Programa de negocic sweditado del US Council of Better Business Buresu's (BEB).

Source: P&G Privacy notice; http://www.pg.com/privacy/americaspanish/priva ice.html



Binding Self-regulation




Binding Self-regulation schemes

e |ndividuals or legal entities may establish
agreements amongst themselves and with
domestic or foreign civil or governmental
organizations on self-regulatory schemes on the
subject.

e Self-regulatory schemes may be translate
codes of ethics or good professional p
trust seals or other mechanismes.




Characteristics of self-regulation schemes

e Specific rules or standards to harmonize
data processing performed by subscribers
and facilitate the exercise of the rights
holders.

e Contain mechanisms to:

— Measure their effectiveness and co

— Implement effective measures case

breach.



Main Objectives (1/2)

Establish quality processes and practices within the field of
protection of personal data held by private parties that complement
the standards set forth in the Law;

Promote that the individuals or corporations set forth policies,
process and good practices for the compliance with the principles of
personal data protection, guaranteeing the privacy and
confidentiality of personal data;

Foster that the individuals or corporations in possession of personal
data have certificates about their compliance with the stan
forth in the Law and show the Owners their commitme
personal data;

Identify the individuals or corporations that have r
policies, as well as the work competence level to
their obligations in this regard;



Main Objectives (2/2

Promote the Data Collector commitment to
accountability and adoption of internal policies consistent
with external criteria, as well as to host mechanisms to
implement privacy policies, including tools, transparency,
continuous internal supervision, risk assessment, external
verification and systems remediation; and

Harnessing alternative mechanisms for resolving di
between Data Controllers, Owners and Third P
as conciliation and medication.




Simplified scheme — self-regulation

Notify scheme / Self-regulation
Changes Organizations Data Controller

Authorities

accreditation

Regulat_ory According to
Authority SE-IFAI

parameters

Revoke

changes

o
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